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the basis for the sending attorney’s duty to protect against disclosing
confidential information in metadata, but also forms the basis for the
receiving attorney’s duty to refrain from searching.”®

Ethics Committees also cite their versions of Model Rules of
Professional Conduct 8.4(c) and (d) which forbid attomeys from
engaging in dishonest or deceitful conduct, or conduct prejudicial to the
administration of justice.”” When an attorney searches for metadata, the
- attorney is intentionally attempting to learn information protected by the
attorney-client privilege and work product doctrine in order to gain an
unfair advantage over the sending attorney.'® By actively searching for
confidential information in metadata, the receiving attorney ‘“crosses the
line” from upholding a duty of diligent representation to engaging in
conduct that is dishonest, deceitful, and prejudicial to the administration
of justice.'”!

2. Attorney May Ethically Search for Metadata—American Bar
Association, Maryland, and Colorado

The American Bar Association, Maryland, and Colorado take the
position that a receiving party may ethically search for and review

metadata contained in electronic documents.'®?
On the general issue of the inadvertent transmission of information,

the ABA initially took a position that required more of receiving
attorneys than its position requires today. In 1992, the ABA held that a
lawyer who receives a document that appears to contain confidential
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