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LexisNexis®

@ ~pplied Discovery’

STATE OPINIONS

Jurisdiction
New York

Ethics Opinion

NY Comm. on
Profl Ethics

Op. 749 (2001)
Op. 782 (2004)
State Bar Op.

2003-04
(2003)

Duty Upon Sender to
Exercise Reasonable Care?

YES. “Lawyers have a duty to
use reasonable care when
transmitting documents by e-
mail to prevent the disclosure of
metadata containing client
confidences or secrets.” (782)

Attorneys who use technology
to communicate with clients
must exercise reasonable care
by familiarizing themselves with
the attendant risks associated
with metadata and taking
affirmative steps to eliminate
those risks. (782)

Mining Metadata Prohibited?

YES. “use of computer
technology to access client
confidences and secrets
revealed in metadata constitutes
an “impermissible intrusion on
the attomey-client privilege in
violation of the Code.” (749)

Metadata Ethics Opinions: Comparison Chart

Notification
Required for Metadata?

YES, If Inadvertent. “A lawyer
who receives a misdirected
communication containing
confidences or secrets should
promptly notify the sender and
refrain from further reading or
listening to the communication,
and should follow the sender's
directions regarding destruction
or return of the communication.
However, if there is a legal
dispute before a tribunal and the
receiving attorney believes in
good faith that the
communication appropriately
may be retained and used, the
receiving attorney may submit
the communication for in camera
consideration by the tribunal as
to its disposition. Additionally,
the receiving attorney is not
prohibited as an ethical matter
from using the information to
which the attorney was exposed
before knowing or having reason
to know the communication was
inadvertently sent...” (2003-04)

Updated June 2008

Discovery/FRCP

These opinions pre-date the
December 2006 amendments to
the Federal Rules of Civil
Procedure.

Pennsylvania

Formal
Opinion 207-
500 (Feb. 1,
2008)

The opinion is silent on the duty
of the sender.

NO “each attorney must . ..
resolve [the issue] through the
exercise of sensitive and moral
judgment guided by the basic
principles of the [Rules of
Professional Conduct] and
determine for himself or herself
whether to utilize the metadata
contained in documents and
other electronic files based upon
the lawyers judgment and the
particular fact situation.”

YES. “When Rule 4.4(b) and
Comments to the Rule are read
in conjunction with Rule 1.6, it is
possible to conclude that the
Pennsylvania Supreme Court
has determined that attorneys in
Pennsylvania who received
inadvertently disclosed
documents have an obligation to
promptly notify the sender in
order to permit that person to
take protective measures.”

The opinion does not distinguish
between documents produced in
discovery or documents
voluntarily sent, but does talk
about documents “produced” to
opposing counsel.
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Jurisdiction

Duty Upon Sender to

Metadata Ethics Opinions: Comparison Chart

Notification

Updated June 2008

Washington,
D.C.

Ethics Opinion

D.C. Bar
Opinion 341
(September
2007)

Exercise Reasonable Care?

YES. “Lawyers sending
electronic documents outside of
the context of responding to
discovery or subpoenas have
an obligation under Rule 1.6 to
take reasonable steps to
maintain confidentiality of
documents in their possession.”

Mining Metadata Prohibited?

NO (unless actual knowledge)
“Where the privileged nature of
the documents it not apparent on
it's face, there is no obligation to
refrain from reviewing it, and the
duty of diligent representation
under D.C. Rule 1.3 may trump
confidentiality concermns. *

If, on the other hand, a party has
actual knowledge of the sender
inadvertently included metadata
in an electronic document, itis a
dishonest act for the lawyer to
review and use it without
consulting with the sender.

Required for Metadata?

YES. If actual knowledge. But
also, “a prudent receiving lawyer
who is uncertain whether the
sender intended to include
particular information should
contact the sending lawyer to
inquire.”

Discovery/FRCP

The opinion applies to and
distinguishes between
information produced as a result
of a document request or
subpoena and that voluntarily
sent (e.g. lefter to opposing
counsel).

Page 5of 5



Q-24





